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100-150 word narrative introduction

The burgeoning lunar economy demands a robust communication network. This project,
initiated in collaboration with Dr. Bilal Abu Bakr in Spring of 2023, tackles the challenge of
congestion and unreliable information exchange in cislunar space. We propose a secure
architecture — a native IPv6 cislunar communication system — designed for real-time
communication across diverse missions. By focusing on cryptographic protocols, network
design, and innovative relay constellations, this project aims to guarantee seamless
communication in the intricate and dynamic cislunar environment, paving the way for a secure
and connected future on the moon.



250 Word Abstract

The surge in lunar missions intensifies concerns about congestion and communication
reliability. This study proposes a secure cislunar architecture for real-time, cross-mission
information exchange. We focus on cryptographic protocols and network design for a native
IPv6 cislunar transit system.

Through a review of internet and space communication advancements, we emphasize the need
for a secure network, exemplified by LunaNet. A robust data transit system with encryption is
crucial for a common communication infrastructure. Traditional protocols face latency
challenges. We advocate for user-friendly encryption methods to address confidentiality within
the CIA Triad. Integrity is maintained through cryptographic message authentication codes.
Availability is ensured by minimizing latency, implementing redundancy, and enabling dynamic
re-routing.

We propose a Cislunar Relay Architecture with Pitcher and Catcher constellations. Pitcher
satellites manage uplink connections, while Catcher satellites manage downlink. This mesh
network configuration ensures uninterrupted communication. Secure alternatives to VPN
tunneling technologies, like Optical/Laser Inter-Satellite Links, are explored.

This paper analyzes cryptographic and protocol requirements for a secure cislunar
communication architecture. The Cislunar Relay Architecture offers a dependable solution for
future lunar missions, guaranteeing communication in the complex cislunar environment.

MAS Abstract

2:10 SECURE CISLUNAR COMMUNICATION ARCHITECTURE: CRYPTOGRAPHIC CAPABILITIES AND
PROTOCOLS FOR LUNAR MISSIONS

Michael Hamblin, Bilal Abu Bakr
Collin College - Frisco Preston Ridge Campus, TX

The surge in lunar missions propelled by nation-state rivalry and commercial ventures has
spurred concerns regarding congestion and potential conflicts in lunar space and radio
channels. This abstract delves into the imperative need for a robust cislunar communication
architecture to facilitate reliable communication channels across diverse missions and partners.
Developing such an architecture is crucial to addressing these challenges and ensuring
confidentiality, integrity, availability, safety, and data segmentation for various tasks. This study
explores the required cryptographic capabilities and protocols for establishing a native IPv6



cislunar transit and routing system, navigating the complexities of real-time communication in
cislunar space.

The research initiates an extensive review of internet technologies and space-based
communication advancements, emphasizing the necessity of a secure cislunar communication
network, as exemplified by the proposed LunaNet project. To establish a common cross-mission
communications infrastructure, a dependable data transit bus equipped with robust encryption
algorithms is indispensable. The study highlights the limitations of traditional cryptographic
protocols, particularly in real-time protocols, due to latency issues.

Focusing on the Confidentiality-Integrity-Availability (CIA) Triad, this abstract underscores the
need for encryption to ensure confidentiality, emphasizing the simplification of cryptographic
implementation for end-users. Integrity is maintained through cryptographic message
authentication codes, guaranteeing the authenticity of communication across the network.
Availability challenges are tackled by minimizing latency, ensuring multiple redundant paths,
dynamic re-routing, and upholding network reliability.

A novel Cislunar Relay Architecture is proposed, comprising Pitcher and Catcher satellite
constellations. Pitcher satellites in Earth orbit establish uplink connections between ground
stations and commercial networks, utilizing a mesh network for continuous communication.
Catcher satellites in lunar orbit mirror this function on the moon's side, offering downlink
connections to lunar distribution satellites and ground stations. This combination ensures
uninterrupted line-of-sight communication, enhancing network availability.

The study explores inter-satellite communication methods, considering the shortcomings of
VPN tunneling technologies in dynamic virtual environments. Optical Inter-Satellite Links (OISL)
and Inter-Satellite Laser Links (ISLLs) are suggested as alternatives, providing enhanced security
and immunity to interference.

In conclusion, this Abstract presents a comprehensive analysis of the cryptographic and
protocol requirements for a secure cislunar communication architecture. By tackling challenges
associated with confidentiality, integrity, and availability, the proposed Cislunar Relay
Architecture offers a dependable solution for future lunar missions, guaranteeing seamless
communication in the intricate and dynamic Cislunar space environment.
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